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Abstraci—This paper presents a successful reverse engineer- fundamental and expensive components: CY7C68013A USB s 7 Sl R e
:dng prcess ;}lr :)te}km JTA ‘ss»'ir:s-sc mndul; nmuul.fm the  interface (~9 USD) and Xilinx XC2C256 CPLD (~18 USD), 0000 0000 0000 0000 0000 0000 cess
entity ey components. The reconstruction required & SN R et =P = e ooty simio. s
deep knowledge of PCB (Printed Circuit Board) design and X.;n“ D';‘C: design g e dl‘f*‘l n"G‘ d:(:PT :"':vb{ 0000 0 0000 0000 0000 0000 Sy
manufacturing process and knowledge of (clementary) function XX, which was used on development boards (Spartan 0000 0000 0000 0
principles and behavior of the examined device. We were able  3F Starter Kit [6] for example). The era of the third party - T ' wmibucw
to reveal 80% of schematic via analysis of publicly available (Digilent) JTAG adapters has begun with the introduction of 0000 0000 0000 0000 0000 0312 0044 0069 B RS RRre | [T &
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. That was the era of Xilinx Parallel Platform Cable Oscillator
) [2], which was connected 1o a PC via a parallel
port, and much cheaper homemade DLCS clones. 12MHz

Fig. 1. Xilinx Platform Cable USB (D1.C9)
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resources of the DLCY leaked nearly ten years ago |S] which
allows to produce i cheaper clones y
30 USD) compared to genuine DLC10 (225 USD). The price
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Programming the Device
Remote Debugging in Vivado

Programming Configuration
Memory Devices

Advanced Programming
Features

Serial Vector Format (SVF)
File Programming

Manger the EEPROM on the FTDI device must be programmed with a custom firmware provided by Xilinx. Programming the FTDI is
accomplished by using the program ftdi utility included in the Vivado install as a Tcl command. Once programmed, the FTDI device

will be recognized as a valid programming cable in Vivado.

. Note: For on-board implementation details including FTDI connectivity, please reference the Xilinx VCK190 Schematics available

in XTP610 on https://www.xilinx.com/products/boards-and-kits/vck190.html &.
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Command Reference:

program_ftdi

Short Description

Yrite/Read to FTDI EEFRON for Xilink JTAG Tools support

Syntax:
program ftdi {-write -ftdi=<ftdi_part> -serial=<serial _number> [-vendor=<vendor_name>][-board=<board name>][-m=
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+ Device Configuration sy 5 & Zey ol 2
Bitstream or PDI Settings —write -filein={cfz filein> | WT'IW 3 (P
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+ Trigger State Machine -read [-fileout=<cfg_fileout>]1} [-help][-lonshelp] ZOTI".;ZJ %
Language Description Ny e ey
10317 4 ™
+ Low Level SVF JTAG ™
Commands Weres { 8ey
* JTAG Cables and Devices N Description
Supported by hw_server
* Programming FTDI Devices —ftdi Specify the ftdi device to be programmed <FT232H | FT2232H | FT4232H>
for Vivado Hardware
Manager Support —serial Serial number to be written into the EEPRON
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o 8 _od_ack Debug Bridge
MO3_ACLK
- _axi_aresetn
)_ARESETN <__|tap_tdo_0

AXI Interconnect

Debug Bridge




HFFEIR RS /PFPCAR BRI FIIEIE=HIEORYSCIR

A {#EHChip2Chip (SelectlO/Aurora) SEMZYNQ/ZYNQMPS XIMEFPGARIERXFOISEH
A SEllc2cziE, EftiFPGAFMGAFIRGT—H, WLUSH—EMemoryREIEIEFPGA (ZYNQ/ZYNQMP) Rylthhit=s|E

—————-4GB

F======268  |p————F======1GH
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sSci¥: CERN

A CERN, Apollo Blade Platform Team build APOLLO Platform for CMS and ATLAS

(@] . . (@]
I“l - - ‘ FPGA1 aurora 2YyNQIZyngMP

i Fiber Out
Fiber In | .

e
. A AX| 6-10Gbps AX] Zynq ARM
} 44 soram Intercpnnéct Chip2Chip Processor (Linux)
R — [ AXI o
Rxf—— — 7 AXl slave | AXI slave IPBUS Chip2Chip 1lesystem:
R - Addr: 110 | Addr: 120 ] /dev/uiol
/dev/uio?2
. (@)
/dev/uio3
SDRAM
Command Module AXI /dev/uio4 -
Service Module Interconne . /dev/uioS -
FPGAZ AXI /dev/uioN

/dev/uio_CM=
/dev/uio K_IPBUS-
/dev/uio_SERV

AXl slave | AXI slave
Addr: 10 Addr: 20

Chip2Chip

ti S

IEEESH. FMEEEMSITRE, Fa8 AXI —/dev/uio_SM_INFO

Interconnect

Embedded Linux EaSsr#igit B,

https://indico.cern.ch/event/799275/contributions/3413769/attachmen
ts/1861634/3059771/DGastler SoOCWS 2019-06-13.pdf

https://indico.cern.ch/event/996093/contributions/4376632/attachmen 13
ts/2260716/3837066/Dgastler-2021-06-09-ApolloUpdate.pdf



https://indico.cern.ch/event/799275/contributions/3413769/attachments/1861634/3059771/DGastler_SoCWS_2019-06-13.pdf
https://indico.cern.ch/event/996093/contributions/4376632/attachments/2260716/3837066/Dgastler-2021-06-09-ApolloUpdate.pdf

|f-| . v 3 A

SCie: A

A EREEYRFENEETEREPHFUNEED, EHBTFERR
B9tz 2xFMCERWRX602(EH T B HIEIZYNQBeel
V3.0DiERIBIIXVCHIChip2Chip, SEIMZYNQSAHIEFPGA

(XCKU060) RIEEXFOIS=H

A FT4232HQREFatRiEIREO
A BiEtR{EATypeCiEO, Channel ASEHUTAG, RidHFiEEFI
MUX, al%EiEEESIZYNQEEEKU060
A FT4232HQH9Channel BEEIISWD, EEZIEREEHIRISTM32
A FT4232HQ#YChannel C/DSEMMUART, £BILEEZIZYNQF]
STM32

A ZYNQBee1l V3.0D

512MB DDR3 SDRAM

64MB QSPI Flash

16GB eMMC

Ethernet PHY

R~ 30mmx35mm

iZfTEmbedded Linux # xvcServer, 3Z}FSSHixiE

A 2xFMCEQO, 19XISLA/HAKS Lanes, {REEATEH LMK04828
A BIEHRQSFPXAIECIFIEHRS Lanes/16 Gbps SerdesiE[]

To T T To Do Do




IE‘QE*H EE

A (ERFTDIABIMIFT2232HQFAFT4232HQ, Bt VivadoFF&RIAIE, BEISHNAR
REBRBFZiRFRRFERIIEORK;

A {EFZYNQBeel V3.0Di&fFEmMbedded Linux, SEMDebug Bridge, HESZSCIN
iR TAGRIR. w0, SEMAKHIR. 83, 2HhIIBFERFARIR,

A {EHChip2Chip, BEZISGELfthABIFPGARYIEE]. EEIEOIEIEIZYNQBeel
V3.0DIEfTRYEMbedded LinuxdR, JEEBFIFAHIE. EZ. PHIHEFE
RiEHIFNgER,

A REEieRIEMERFNEICTIMRFRREF NS ER LR A EKimE
KHERFFREIFINE K.
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