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Abstraci—This paper presents a successful reverse engineer-  fundamental and expensive components: CY7C68013A USB bt = S Sl b
:dng prcess ;}lr :)te}km JTA ‘ss»'ir:s-sc mndul; nmuul.fm the  interface (~9 USD) and Xilinx XC2C256 CPLD (~18 USD), 0000 0000 0000 0000 0000 0000 cess
ety oy etk The Teomiriitia elols R R et s = S SSS SSAlt SR
deep knowledge of PCB (Printed Circuit Board) design and X.;n'c D';‘C: design g e dl‘f*‘l hats d:(:PT “;"f“ by 0000 0 0000 0000 0000 0000 Sy
manufacturing process and knowledge of (clementary) function <%, which was used on development boards (Spartan- 0000 0000 0000 0
principles and behavior of the examined device. We were able  3F Starter Kit [6] for example). The era of the third party - T ' wmibucw
to reveal 80% of schematic via analysis of publicly available (Digilent) JTAG adapters has begun with the introduction of 0000 0000 0000 0000 0000 0312 0044 0069 B RS RRre | [T &
resources such as original high-resolution images and BOM (Bill  Digilent Basys [7] and Nexys [8] boards which are using bt i G g g b L Rk 2
of Material) fragments. The remaining 20% were obtained by p,:f[',mm J.ly-_,\m uldﬂpm hm‘d\“ln !m ,\’m'u (Mlth (Anmm;,:, 0050: 0067 0069 006C 0065 O0GE 0074 0334 0044 «Joi.l.e.n.t.4.D
el st et et et Uni. Tis concep s becn ahandoned i 8 few years 0058: (0069 0067 0069 006C 0065 006E 0074 0020| [.i.g.i.l.e.n.t.
own PCB implemer the original SMT3 function. after the of Xilinx Vivado and 7- nEN ne ne 0 A nn ARSA AN A
Index Terms—Xilinx; FPGA; JTAG; Digilent; SMT3; Reverse;  Series FPGAS resulting into the first standalone JTAG adapter 0060 )64 0065 0070 0074 0020 0055 00S3 -A.d.e.p.t. .U.S
Engineering; PCB; FTDI; ”;AIG'SM-I;Ibl[QJiCiMML:w? :‘lgll’é)l whi;h u;;;l;x;: [:r;)«: 0020 0044 0065 0076 0069 0063 0065 .B. .D.e.v.i.c.e
widely available ICs made by such as FT2232 B = Sk e = = =
1. INTRODUCTION or FT232H. The latest and the most powerful JTAG adapter 0032 0031 0030 0033 0035 0037 0041| |...2.1.0.3.5.7.A
A JTAG (Joint Test Action Group) [1] adapter is probably ~(JTAG-SMT3-NC [11]) uses FT2232H as well and costs 60 0037 0044 0030 0030 0045 0302 0000 7B82 b 5 A 3 (S ol ( -
the most popular way for uploading a user code into a USD. Therefore our motivation is: brihad = it et = g 2
programmed device such as processors or any other pro- « We don’t like “This Page Intentionally Left Blank™ text
grammable logic. It is nearly 30 years, when FPGAS/CPLDs in a development board schematic [12] and the “Security
development boards were used for education of the new gener- rinciple at all. 93LC56B
ation of digital logic engineers, making a solderless breadboard does. i allow iniamaiiig .
and 74xx logic gates outdated and obsolete. However, these . 2J1
development boards were supplicd without on-board JTAG
adapter (as is common in the present) which has to be bought i
. That was the era of Xilinx Paralle] Platform Cable Oscillator
) 121, which was connected to a PC via a parallel
port, and much cheaper homemade DLCS clones. 12MHz

Fig. 1. Xilinx Platform Cable USB (D1.C9)

The scenario became the same for DLCS successors such
as Xilinx Platform Cable USB I [3] (sce Fig. 1) and I [4]
(DLCY and DLCI0 respectively). The schematic and other
resources of the DLCY leaked nearly ten years ago |S] which
allows to produce i cheaper clones y
30 USD) compared to genuine DLC10 (225 USD). The price
of a DLCY clone [5] cannot be lowered further regarding two
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