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Pre-requisite: Quantum Fourier Transform  

In the lecture, we will learn:

1. Quantum Phase Estimation

Quantum kickback
Quantum interference and Phase Estimation

2. RSA Cryptography

How to encrypt and decrypt
How to design public and private keys

3. Basic idea of Shor’s Algorithm

How to hack the RSA cryptography
Factoring problem and period-finding problem
Quantum algorithm for solving period-finding problem

Outline





Quantum Phase Estimation

What is QPE:

Given a unitary operator that applies a phase 𝜃 to the state

𝑈|  𝜓 = 𝑒2𝜋𝑖𝜃|  𝜓
Quantum Phase Estimation (QPE) algorithm estimates the phase 𝜃 with 

quantum kickback effect



Quantum Kickback

Controlled NOT-gate on |  𝑐𝑜𝑛𝑡𝑟𝑜𝑙, 𝑡𝑎𝑟𝑔𝑒𝑡 :

|  + + =
1

2
(|  0 +  1 ⊗

1

2
(|  0 + |  1 ) =

1

2
(|  00 + |  01 + |  10 + |  11 )

CNOT|  + + =
1

2
(|  00 + |  11 + |  10 +  01 = |  + +

|  +0 =
1

2
(|  0 + |  1 ) ⊗ |  0 =

1

2
(|  00 + |  10 )

CNOT|  +0 =
1

2
(|  00 + |  11 )

Entangled:

Unchanged:

Kickback:

|  + − =
1

2
(|  0 +  1 ⊗

1

2
(|  0 − |  1 ) =

1

2
(|  00 − |  01 + |  10 − |  11 )

CNOT|  + − =
1

2
(|  00 − |  01 + |  11 −  10 = |  − −

It affects the state of the control qubit while leaving the state of the 

target qubit unchanged



Phase Kickback

Controlled T/R/P-gates on |  𝑐𝑜𝑛𝑡𝑟𝑜𝑙, 𝑡𝑎𝑟𝑔𝑒𝑡 :

|  1 + = |  1 ⊗
1

2
(|  0 + |  1 ) =

1

2
(|  10 + |  11 )

CT|  1 + =
1

2
(|  10 + 𝑒𝑖𝜋/4|  11 ) = |  1 ⊗

1

2
(|  0 + 𝑒𝑖𝜋/4|  1 )

Controlled T-gate:

Controlled Rotation-gate (in QFT):

T|  1 = 𝑒𝑖𝜋/4|  1

T-gate:

Symmetric gate: Applies the phase 

iff both control & target bits are |1 (or on state |11 )

Controlled U-gate:



Controlled Phase Gates

State-vector

Controlled T-gate:

Qiskit simulator can return state vector 



Controlled Phase Gates

State-vector

Controlled T-gate:

|  𝑠𝑡𝑎𝑡𝑒 𝑣𝑒𝑐𝑡𝑜𝑟 =
1

2
(|  00 + |  01 + |  10 + |  11 )



Controlled Phase Gates

State-vector after Controlled T-gates

Controlled T-gate:

|  𝑠𝑡𝑎𝑡𝑒 𝑣𝑒𝑐𝑡𝑜𝑟 =
1

2
(|  00 + |  01 + |  10 + |  11 )

|  𝑠𝑡𝑎𝑡𝑒 𝑣𝑒𝑐𝑡𝑜𝑟 =
1

2
(|  00 + |  01 + |  10 + 𝑒𝜋𝑖/4|  11 )

entangled



QPE Circuit Breakdown

How to construct QPE circuit:

Let’s look at the circuit in the previous slide



QPE Circuit Breakdown

Initial



QPE Circuit Breakdown

Initial

H-gates



QPE Circuit Breakdown

Initial

H-gates

Phase-gates

Quantum phase kickback

(Remember to initialize |ψ =|1 )



QPE Circuit Breakdown

Initial

H-gates

multiple Phase-gates



QPE Circuit Breakdown

For 1 qubit

For n qubits

Compact form for 1 qubit

Compact form for n qubits

Convert to bitstring
For example: (13)10= 23 ∙ 1 + 22 ∙ 1 + 22 ∙ 0 + 20 ∙ 1 = (1101)2



QPE Circuit Breakdown

Initial

H-gates



QPE Circuit Breakdown

Initial

H-gates

Recall QFT and invQFT



QPE Circuit Breakdown

Initial

H-gates

Recall QFT and invQFT



QPE Circuit Breakdown

Initial

H-gates

Measurement in 
high probability when 
2nθ is an integer

Recall QFT and invQFT

It seems to peak near x=2nθ:



Quantum Interference in the QPE

What should we expect for the measurement?

Let’s exchange the sequence of 𝑥 and 𝑦

The probability of getting result 𝑦 from the measuring

Strong quantum interference from the phase



Quantum Interference in the QPE

What should we expect for the measurement?

Probability with different number of qubits 

The probability of getting result 𝑦 from the measuring

n=1 n=2 n=3

𝜃 −
𝑦

2𝑛

𝑃(𝜃 −
𝑦

2𝑛)



Quantum Interference in the QPE

What should we expect for the measurement?

Probability with different number of qubits 

The probability of getting result 𝑦 from the measuring
𝜃 −

𝑦

2𝑛

𝑃(𝜃 −
𝑦

2𝑛)

The probability peaks when 𝜃 −
𝑦

2𝑛 is an integer!

Of course 𝜃 ± 1,2, … gives the same probability due to the 2π factor

If we restrict the phase 0 < 𝜃 < 1, the peak value of 
𝑦

2𝑛 is what we need.

n=1 n=2 n=3



Qiskit Implementation

Implementing the QPE



Qiskit Implementation

Qiskit Convention |q3 … q0>

Implementing the QPE

For example: 

CT gate or phase θ = 1/8
With 3 qubits



Qiskit Implementation

Qiskit Convention |q3 … q0>

Repeatedly implementing phases 
(Qiskit uses reversed convention)

Initialize the ancilla qubit |ψ with |1 so that 

the symmetric controlled-phase gate applies

Implementing the QPE

For example: 

CT gate or phase θ = 1/8
With 3 qubits

Inverse QFT

Only measure the 
controlling register



Testing the QPE

Testing Controlled-T gate θ=1/8

Measurement should peak at 𝜃 ≈
𝑦

2𝑛



Testing the QPE

Testing Controlled-T gate θ=1/8

1-qubit

Measurement suggests 
0

2

Measurement should peak at 𝜃 ≈
𝑦

2𝑛



Testing the QPE

Testing Controlled-T gate θ=1/8

1-qubit

Measurement suggests 
0

2

Measurement should peak at 𝜃 ≈
𝑦

2𝑛

Measurement suggests 
0

4
,

1

4

2-qubits



Testing the QPE

Testing Controlled-T gate θ=1/8

1-qubit

Measurement suggests 
0

2

Measurement should peak at 𝜃 ≈
𝑦

2𝑛

Measurement suggests 
0

4
,

1

4
Measurement exactly 

1

8
!

2-qubits 3-qubits



Testing the QPE

Testing Controlled-T gate θ=1/3

3-qubits

Measurement suggests 
3

8

Measurement should peak at 𝜃 ≈
𝑦

2𝑛



Testing the QPE

Testing Controlled-T gate θ=1/3

3-qubits

Measurement suggests 
3

8

Measurement should peak at 𝜃 ≈
𝑦

2𝑛

5-qubits

Measurement suggests 
11

32



Testing the QPE

3-qubits

More accurate? More qubits

5-qubits

Much better precision

(011)2= 3~3/23=0.375 (01011)2= 11~11/25=0.34375

Measurement should peak at 𝜃 ≈
𝑦

2𝑛





RSA Cryptography

What is RSA cryptography ?



RSA Cryptography

How do the encryption and decryption work?

The Sender starts with the plaintext P, it can be digitized in some way

Just for example, translating letters/symbols in P with ASCII code  

Then the sender has an integer form for the message P 

(stored as bitstring in computer)



Encryption and decryption

How do the encryption and decryption work?

The sender encrypt the plaintext P with the following to get a cipher text C

The encryption power E and the large number N are integer numbers

The pair (E,N) is called the public key

The recipient can distribute the public key to “public” so that any sender 

wants to send recipient a message P can encrypt it first them send the 

ciphertext C instead

𝐂 = 𝐏𝐄(𝐦𝐨𝐝 𝐍)



Encryption and decryption

How do the encryption and decryption work?

Once the recipient receives the ciphertext C, the recipient can use the 

following to get the plaintext P
𝐏 = 𝐂𝐃(𝐦𝐨𝐝 𝐍)

The decryption power D and the large number N are integer numbers

The pair (D,N) is called the private key

Only the recipient has the private key!

The sender encrypt the plaintext P with the following to get a cipher text C

The encryption power E and the large number N are integer numbers

The pair (E,N) is called the public key

The recipient can distribute the public key to “public” so that any sender 

wants to send recipient a message P can encrypt it first them send the 

ciphertext C instead

𝐂 = 𝐏𝐄(𝐦𝐨𝐝 𝐍)



Encryption and decryption

How do the encryption and decryption work?

Let’s look at an example with public key (7,143) and private key (43,143)

Suppose we send a plaintext ‘GLUON’, the ASCII codes in Decimal formal 

are ‘G’=71, ‘L’=76, ‘U’=85, ‘O’=79, ‘N’=78. The ciphertexts would be 

𝐂𝟏 = 𝟕𝟏𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟏𝟐𝟒
𝐂𝟐 = 𝟕𝟔𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟓𝟒
𝐂𝟑 = 𝟖𝟓𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟏𝟐𝟑
𝐂𝟒 = 𝟕𝟗𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟒𝟎
𝐂𝟓 = 𝟕𝟖𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟖

The corresponding ASCII codes in symbolic form are ‘|’,’6’,’{’,’(’,’N’. So the 

recipient receives the ‘|6{(N’, looks totally different from ‘GLUON’.



Encryption and decryption

How do the encryption and decryption work?

Let’s look at an example with public key (7,143) and private key (43,143)

Suppose we send a plaintext ‘GLUON’, the ASCII codes in Decimal formal 

are ‘G’=71, ‘L’=76, ‘U’=85, ‘O’=79, ‘N’=78. The ciphertexts would be 

The corresponding ASCII codes in symbolic form are ‘|’,’6’,’{’,’(’,’N’. So the 

recipient receives the ‘|6{(N’, looks totally different from ‘GLUON’.

Then the recipient decrypt it with the private key

𝐏𝟏 = 𝟏𝟐𝟒𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟏
𝐏𝟐 = 𝟓𝟒𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟔
𝐏𝟑 = 𝟏𝟐𝟑𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟖𝟓
𝐏𝟒 = 𝟒𝟎𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟗
𝐏𝟓 = 𝟕𝟖𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟖

Which is ‘GLUON’ again

𝐂𝟏 = 𝟕𝟏𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟏𝟐𝟒
𝐂𝟐 = 𝟕𝟔𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟓𝟒
𝐂𝟑 = 𝟖𝟓𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟏𝟐𝟑
𝐂𝟒 = 𝟕𝟗𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟒𝟎
𝐂𝟓 = 𝟕𝟖𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟖



Symmetric Cryptography

It’s a symmetric cryptography

We may notice the symmetric form 

𝐶 = 𝑃𝐸(𝑚𝑜𝑑 𝑁)

If the recipient wants to send a message, recipient’s private key can be used 

to encrypt the message, then the sender can use recipient’s public key to 

decrypt it

The recipient’s private key is the sender’s public key

The recipient’s public key is the sender’s private key

𝑃 = 𝐶𝐷(𝑚𝑜𝑑 𝑁)

𝑃 = 𝐶𝐸(𝑚𝑜𝑑 𝑁)𝐶 = 𝑃𝐷(𝑚𝑜𝑑 𝑁)



Symmetric Cryptography

It’s a symmetric cryptography

For example, let’s use the private key (43,143) to encrypt the ‘GLUON’

𝐂𝟏 = 𝟕𝟏𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟓𝟗
𝐂𝟐 = 𝟕𝟔𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟓𝟒
𝐂𝟑 = 𝟖𝟓𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟔
𝐂𝟒 = 𝟕𝟗𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟏𝟏𝟖
𝐂𝟓 = 𝟕𝟖𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟖

Which means ‘;’,’6’,’ACK’,’v’,’N’, totally different from ‘GLUON’



Symmetric Cryptography

It’s a symmetric cryptography

For example, let’s use the private key (43,143) to encrypt the ‘GLUON’

Then we use the public key (7,143) to decrypt it

𝐏𝟏 = 𝟓𝟗𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟏
𝐏𝟐 = 𝟓𝟒𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟔
𝐏𝟑 = 𝟔𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟖𝟓
𝐏𝟒 = 𝟏𝟏𝟖𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟗
𝐏𝟓 = 𝟕𝟖𝟕 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟖

It becomes ‘GLUON’ again

𝐂𝟏 = 𝟕𝟏𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟓𝟗
𝐂𝟐 = 𝟕𝟔𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟓𝟒
𝐂𝟑 = 𝟖𝟓𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟔
𝐂𝟒 = 𝟕𝟗𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟏𝟏𝟖
𝐂𝟓 = 𝟕𝟖𝟒𝟑 𝐦𝐨𝐝 𝟏𝟒𝟑 = 𝟕𝟖

Which means ‘;’,’6’,’ACK’,’v’,’N’, totally different from ‘GLUON’



Hacking

How do hacking work?

Instead of sending the plaintext ‘GLUON’, we send the ciphertext ‘|6{(N’ 

instead in the last example. 

If an eavesdropper (hacker) get the ciphertext C= ‘|6{(N’, it needs to be 

decrypted to reveal the plaintext. But only the public key (E,N)=(7,143) is 

‘public’, how does the hacker know about the private key (D,N)=(43,143) ?



Hacking

How do hacking work?

Instead of sending the plaintext ‘GLUON’, we send the ciphertext ‘|6{(N’ 

instead in the last example. 

If an eavesdropper (hacker) get the ciphertext C= ‘|6{(N’, it needs to be 

decrypted to reveal the plaintext. But only the public key (E,N)=(7,143) is 

‘public’, how does the hacker know about the private key (D,N)=(43,143) ?

We have already seen that the pair of keys are symmetric, so they are not 

arbitrarily but carefully chosen numbers.



Design the keys

Steps to prepare the key pair

(1) Choose two prime numbers, for example p=11 and q=13

(2) Calculate the large number N=pq=143

(3) Calculate the Euler totient with least common multiple L=lcm(p-1,q-1)=60

(4) Prepare the public key with greatest common factor such that gcd(E,L)=1

For example gcd(7,60)=1 then choose E=7

(5) Prepare the private key with rule such that ED(mod L)=1

For example 7x43 (mod 60)=1 then choose D=43



Design the keys

Steps to prepare the key pair

(1) Choose two prime numbers, for example p=11 and q=13

(2) Calculate the large number N=pq=143

(3) Calculate the Euler totient with least common multiple L=lcm(p-1,q-1)=60

(4) Prepare the public key with greatest common factor such that gcd(E,L)=1

For example gcd(7,60)=1 then choose E=7

(5) Prepare the private key with rule such that ED(mod L)=1

For example 7x43 (mod 60)=1 then choose D=43

This means, if we know p and q, and the public key (E,N) as well, we can cauclate

the private key (D,N) easily



Design the keys

Steps to prepare the key pair

(1) Choose two prime numbers, for example p=11 and q=13

(2) Calculate the large number N=pq=143

(3) Calculate the Euler totient with least common multiple L=lcm(p-1,q-1)=60

(4) Prepare the public key with greatest common factor such that gcd(E,L)=1

For example gcd(7,60)=1 then choose E=7

(5) Prepare the private key with rule such that ED(mod L)=1

For example 7x43 (mod 60)=1 then choose D=43

Now the question is, knowing the number N, how do we find the prime numbers 

p and q? 

In reality, N can be very large, maybe 256 bits, 512 bits or even 1024 bits, so it is 

extremely difficult to find p and q. 

This means, if we know p and q, and the public key (E,N) as well, we can cauclate

the private key (D,N) easily





Factoring Problem

Factoring a large number

We’ve learned that in order to hack, we need to factorize a large number N into 

two prime numbers p and q. 

One way to factorize is to convert this problem into a period finding problem

Define a periodic function with an integer 𝑎 coprime to N (otherwise we already 

find the factor)

𝑓 𝑥 = 𝑎𝑥(𝑚𝑜𝑑 𝑁)

Then the smallest non-zero integer 𝑟 that satisfying 

𝑓 𝑟 = 𝑎𝑟 𝑚𝑜𝑑 𝑁 = 1
is called the period.

If it is an even number (if no even 𝑟 , try different 𝑎 ), then we have

𝑝 = gcd(𝑎
𝑟

2 − 1, 𝑁) and 𝑞 = gcd(𝑎
𝑟

2 + 1,𝑁)



𝑓 1 = 231 𝑚𝑜𝑑 143 = 23
𝑓 2 = 232 𝑚𝑜𝑑 143 = 100
𝑓 3 = 233 𝑚𝑜𝑑 143 = 12
𝑓 4 = 234 𝑚𝑜𝑑 143 = 133
𝑓 5 = 235 𝑚𝑜𝑑 143 = 56
𝑓 6 = 236 𝑚𝑜𝑑 143 = 1

…

Factoring Problem

Factoring a large number

For example 𝐍 = 143, we choose 𝑎 = 23

We find that 𝑟 = 6 so that 𝑎𝑟/2 = 233 = 12167
We can compute 

p = gcd(233 − 1,143) = 11
q = gcd(233 + 1,143) = 13

Now the factoring problem is converted to a period finding problem



Period Finding Problem

Quantum Algorithm for Period Finding Problem 

The idea is very similar to the QPE but different by the following:

(1) Instead of controlled phase gate, one considers a controlled module

𝑈|  𝜓 = |  𝑎𝜓 mod 𝑁 and 𝑈𝑘|  𝜓 = |  𝑎𝑘𝜓 mod 𝐍

(2) Instead of 1 ancilla qubit in the QPE, Shor’s algorithm requires 𝑛 ancilla qubits 

such that 2𝑛 > 𝐍

The measurements will result in multiple peaks at 
𝑘

𝑟
with 𝑘 ≤ 𝑟



Period Finding Problem

Quantum Algorithm for Period Finding Problem 

It will result in a final state as

And the probability

The measurements will result in periodically multiple peaks at 
𝑘

𝑟
with 𝑘 < 𝑟


