
第十六届全国科学计算与信息化会议暨科研大数据论坛
h"p://indico.ihep.ac.cn/conferenceDisplay.py?confId=3138

Dalian,	
  July	
  8th	
  2013

Fabio Hernandez
fabio@in2p3.fr

Lu Wang
Lu.Wang@ihep.ac.cn

Exploring	
  cloud	
  storage	
  for	
  
scien3fic	
  research

http://indico.ihep.ac.cn/conferenceDisplay.py?confId=3138
http://indico.ihep.ac.cn/conferenceDisplay.py?confId=3138
mailto:fabio@in2p3.fr
mailto:fabio@in2p3.fr
mailto:Lu.Wang@ihep.ac.cn?subject=
mailto:Lu.Wang@ihep.ac.cn?subject=


fabio	
  hernandez
lu	
  wang

CAS/IHEP	
  Compu=ng	
  Centre
CNRS/IN2P3	
  Compu=ng	
  Centre

Who I am
• Computing science background

• Working in the !eld of computing for high-energy physics for more than 
20 years
software development for scienti!c data management (data transfer over high-throughput networks, 
mass storage & retrieval, cataloguing, ...) and operations of IT services for research

• Deeply involved in planning, prototyping, deploying and operating the 
computing infrastructure for CERN’s Large Hadron Collider
technical leadership of the French contribution to the LHC computing grid

served in the management board and grid deployment board of the WLCG collaboration

• Served as deputy director of IN2P3 computing centre, which hosts and 
operates the French tier-1, a major center for the LHC computing grid

• Visiting professor at the Institute of High Energy Physics, Chinese 
Academy of Sciences, in  Prof. Gang CHEN’s team
working on cloud-based storage systems and unstructured data stores
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Summary

We have been exploring what it takes to use 
cloud storage for storing data in a scienti!c 
research context

Here we report on our progress so far and the 
prospects
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Contents

• A word on cloud storage

• The big picture: what we would like to do

• Current status

• Perspectives

• Conclusions
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Cloud storage
• Data storage as a service (DaaS)

• Storage capacity delivered on demand
billing based on metered usage

• File-based cloud storage
unit of storage is a !le (sequence of bytes)

!les are stored in containers

reduced set of basic operations: list, store, retrieve, delete !les; create, delete containers

large-scale repositories of objects (images, video, data !les, …)

• REST-based APIs for interacting with the service
for uploading, downloading and removing !les

for listing the contents of the containers and retrieving !le metadata
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Cloud storage (cont.)
• Bene!ts

non-stop access from any connected computer

eliminate physical storage boundaries: sharing of data is made easier

massively scalable:  Amazon S3 stores 2 trillion objects, 1.1M requests per second as of April 2013*

• Protocols
S3: introduced by Amazon, also supported by Google and other providers

OpenStack Swift & RackSpace

SNIA’s Cloud Data Management Interface (CDMI)

• Implementors and providers
Amazon, Google, Rackspace, Microsoft Azure, …

OpenStack Swift: middleware for deploying cloud storage services

storage appliances: Huawei, NetApp, …

6

* Source: http://aws.typepad.com/aws/2013/04/amazon-s3-two-trillion-objects-11-million-requests-second.html

http://aws.typepad.com/aws/2013/04/amazon-s3-two-trillion-objects-11-million-requests-second.html
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S3 protocol
• Amazon’s S3: Simple Storage Service

• De facto standard protocol for object storage
well documented, works on top of HTTP(S)

several client-side tools support it, both CLI- and GUI-based

several service providers and implementors (Amazon, Google, Eucalyptus, ...)

• S3 storage model
objects (i.e. !les) stored within containers called buckets

limits: 100 buckets per user, in!nite number of !les per bucket, 5TB per !le, bucket 
namespace shared among all users of a single provider

"at object namespace within buckets: no hierarchy, no directories

no POSIX semantics: partial reading, no partial writing, no locks, !le versioning

per-bucket and per-!le access control based on ACLs

authentication based on secret shared between the user and the server

user is provided with credentials of type: access key and secret key

!le sharing mechanism via standard URL

7
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Objective
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Objective
• How can we exploit cloud storage in the 

context of data processing for high energy 
physics experiments?
targets: experiments as a whole and individuals

• How can we make this as transparent as 
possible from the experiment/individual 
point of view?
users should not be concerned by the speci!cs of the storage 
provider nor the protocol used

9
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Current status
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Building blocks

• Storage servers which expose cloud protocols
either operated in-house or by a external (commercial) service 
provider

• Tools for interacting with the storage back-
end
both GUI-based and CLI-based (scriptable)

• Seamless integration of cloud protocols to 
the experiment’s software stack

11
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Use case 1: experimental data storage

• Use cases
storage of experimental data to be processed by batch jobs executing in the local 
farm

storage of experimental data to be shared with remote sites participating in a 
research collaboration

central storage repository for collecting simulation data produced by jobs 
executed at remote sites

• Required tools
command line tools for downloading and uploading !les: to be used by batch jobs 
(local or grid) 

data access libraries that understand cloud protocols, e.g. CERN’s ROOT framework

12
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Use case 2: personal file storage
• Goal: provide a storage area for individual 

users
controlled and managed by the end user

signi!cant but limited capacity

usage convenience is more important than raw performance

kind of personal storage element: accessible from the user’s 
desktop computer and readable and writable by the user’s (local 
and grid) batch jobs

individual user can share his own !les with other individuals

• What tools can we provide or recommend so 
that individuals can interact with their own 
storage area?
both from their desktop environment and from their jobs

GUI and command-line

!le system emulation

13
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Cloud storage overview
14
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Experimental data storage
• Improvements of S3 support in CERN’s ROOT 

data analysis framework
experiments can efficiently read remote !les using the S3 
protocol as if the !les were stored in a local !le system — no 
experiment-speci!c software needs to be modi!ed

TFile* f = TFile::Open(“s3://fsc01.ihep.ac.cn/myBucket/path/to/myDataFile.root”)

features: partial reads, vector read  (provided the S3 server 
supports it), web proxy handling, HTTP and HTTPS

works with Amazon, Google, Huawei, OpenStack Swift, …

available since ROOT v5.34.05 (Feb. 2013)

15
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Experimental data storage (cont.)
16
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ext3 

WALLCLOCK TIME RELATIVE TO EXT3 

RELATIVE PERFORMANCE FOR SCANNING SAMPLE ATLAS ROOT FILE 
[FILESIZE: 768MB, 11.918 EVENTS] NOTES

ROOT v5.34.05

Reading of all entries in 
the “physics” tree of the 
file.

When using ext3, the 
process takes 37 
seconds on a worker 
node running SL5.

Downloading the whole 
file to the local disk 
takes 5 secs.

Storage back-end: 
Huawei UDS

(shorter is better)

*

* s3fs: slightly modified version  to remove virtual host 
notation (not supported by Huawei UDS)
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CLI-based interface
Command-line interface

we developed a CLI-based S3 client

compatible with Amazon, Google, 

OpenStack Swift, Huawei, …

GO programming language

exploit GO’s built-in concurrency

stand-alone executable

small size, so to avoid pre-installation 

and be downloadable

works on MacOS, Linux and (soon) 

Windows

17

$ mucura --help

Usage:

   mucura <command> [opts...] args...

   mucura --help

   mucura --version

Accepted commands:

   lb      list existing buckets

   mb      make a new bucket

   ls      list bucket contents

   rb      remove a bucket

   up      upload a file to a bucket

   dl      download a file

   rm      remove files

Use 'mucura help <command>' for getting more information on a specific command

$ mucura dl http://s3.amazonaws.com/mucura/path/to/myFile /tmp
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GUI-based interface
18

CloudBerry Explorer
CloudBerry Lab
Windows 7

Cyberduck (MacOS X)

Expandrive (MacOS X)
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Extensions to ROOT framework

• We developed an extension of ROOT:  a set of C++ classes for 
supporting cloud storage protocols
delivered as a shared library

usable both within ROOT macros and from interpreter (CINT)

compatible with all versions of ROOT since v5.24.00b (Oct. 2009)

no need to modify ROOT source code

• Bene!ts
read-only access to remote !les using cloud protocols is now possible with legacy ROOT versions

no modi!cation to existing ROOT macros

transparent access to your ROOT data !les: currently supports S3 and Swift protocols (Amazon, 
Google, OpenStack, …)

you can also install it and access the same remote !les via ROOT from the comfort of your 
personal computer, wherever you are connected to the network

19
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Extensions to ROOT framework (cont.)
20

Load ROOT C++ macro

Draw the histogram 
contained in the remote 

Swift file
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Ongoing work
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Ongoing work

• Testing with BES III experimental data
BES III jobs running at IHEP batch farm can read !les in ROOT 
format hosted by IHEP’s OpenStack Swift testbed

larger scale tests to be performed in the coming weeks

• File system emulation layer in development
FUSE-based !le system layer for accessing remote !les through 
S3  and Swift protocols

planned features: multi-provider integration, client-side 
encryption, managed local cache for offline access, …

22
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Ongoing work (cont.)
23
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Ongoing work (cont.)
• Understanding I/O patterns

work conducted by Lu WANG

goal: analyze the I/O patterns exhibited by BES III jobs when 
accessing data !les, as seen by the !le system

currently collecting data using Lustre !le system

expected bene!ts: problem detection, system tuning, automation

e.g. this information should be useful to tune the storage system 
(client-side, network, data and metadata servers) to match the 
usage made by the experiment, and conversely

use collected data for classi!cation (clustering) purposes

24
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BES III I/O patterns: simulation job
25

Jobs writes its 
output file

I/O operation sequence number

height of the bar is 
proportional to the 

amount of bytes written
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BES III I/O patterns: reconstruction job
26

Job reads input raw 
data

Job reads random 
trigger raw data
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BES III I/O patterns: reconstruction job (cont.)
27

Job writes the 
output file
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Perspectives
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Perspectives
• Use the OpenStack Swift testbed platform 

deployed at IHEP for performing larger scale 
tests
6 !le servers + 2 head nodes, 24TB aggregated capacity

• Performance tests accessing data from remote 
sites
uploading and downloading entire !les, remote access of BES data 
via ROOT from long distance client

• Add support to ROOT for Rackspace !les and 
integrate with Chinese cloud storage providers 
(Aliyun, China Telecom Cloud, …)

29
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Conclusions
• We have made progress understanding what is 

needed to integrate cloud-based storage for 
supporting high energy physics experiments
both for experimental data and for individual’s !les

• Cloud storage paradigm and tools look promising for 
our data processing needs

• More work needs to be done to reach production 
readiness
larger scale testing

involve end-users, both experiments and individuals
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Questions & Comments
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