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Internetworking	  is	  the	  communica5on	  
between	  2	  (or	  more)	  computers	  

	  	  	  	  	  	  h#p://www.cern.ch	  	  	  	  	  	  	  =>	  	  	  	  	  	  index.html	  
	  

	  ssh	  root@sumschxx.ihep.ac.cn	  



DNS	  (Domain	  Name	  System)	  
Hierarchical	  decentralize	  naming	  system	  for	  any	  resources	  connected	  to	  the	  
network	  (public	  or	  private)	  

4	  

It	  translates	  more	  readily	  memorized	  domain	  names	  to	  the	  numerical	  IP	  addresses	  
needed	  for	  the	  purpose	  of	  loca5ng	  and	  iden5fying	  computer	  services	  and	  devices	  
with	  the	  underlying	  network	  protocols.	  

Two	  principal	  namespaces,	  the	  domain	  name	  hierarchy	  and	  the	  Internet	  Protocol	  
address	  spaces	  

	  NAME 	   	   	   	   	   	   	   	   	   	  IP	  
sumsch01.ihep.ac.cn	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  202.122.33.163	  
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IPv4	  (Internet	  Protocol	  address)	  
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numerical	  label	  assigned	  to	  
each	  device	  (e.g.,	  computer,	  
printer)	  par5cipa5ng	  in	  a	  
computer	  network	  (public/
private)	  

The	  Internet	  Assigned	  Numbers	  Authority	  (IANA)	  
manages	  the	  IP	  address	  space	  alloca5ons	  globally	  and	  
delegates	  five	  regional	  Internet	  registries	  (RIRs)	  to	  
allocate	  IP	  address	  blocks	  to	  local	  Internet	  registries	  
(Internet	  service	  providers)	  and	  other	  en55es.	  

10.0.0.0	  (private	  networks)	  
127.0.0.0	  (loopback)	  
172.16.0.0-‐172.31.255.255	  (private	  networks)	  
192.168.0.0-‐192.168.255.255	  (private	  networks)	  
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Private	  ip	  

Public	  ip	  
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PORT	  
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A	  network	  port	  is	  a	  number	  that	  iden5fies	  one	  side	  of	  a	  connec5on	  
between	  two	  computers.	  	  
	  
As	  network	  addresses	  are	  like	  street	  address,	  port	  numbers	  are	  like	  room	  
numbers.	  Any	  program	  may	  use	  any	  port,	  though	  some	  port	  numbers	  
have	  a	  standard	  use	  and	  some	  programs	  may	  be	  limited	  in	  which	  ports	  
they	  can	  use	  for	  security	  reasons.	  	  
	  
Firewalls	  oYen	  block	  access	  to	  ports	  based	  on	  the	  network	  address	  and	  
port	  of	  the	  source	  or	  des5na5on	  computer.	  

Program	   Port	  number	  

SSH	   22	  

HTTP	   80	  

HTTPS	   443	  
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GATEWAY	  
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In	  a	  TCP/IP	  network,	  nodes	  (servers,	  worksta5ons	  ect.)	  have	  a	  defined	  default	  route	  
se]ng,	  (default	  gateway),	  defining	  where	  to	  send	  packets	  for	  IP	  addresses	  for	  which	  
they	  can	  determine	  no	  specific	  route.	  
	  
The	  node	  that	  is	  assumed	  to	  know	  how	  to	  forward	  packets	  on	  to	  other	  networks.	  	  
	  
The	  gateway	  is	  by	  defini5on	  a	  router	  
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Gateway	  (private	  IP)	  

Gateway	  (public	  IP)	  
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ROUTER	  
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A	  router	  is	  a	  networking	  device	  that	  forwards	  data	  packets	  between	  
computer	  networks.	  	  
A	  data	  packet	  is	  forwarded	  from	  one	  router	  to	  another	  through	  the	  
networks	  un5l	  it	  reaches	  its	  des5na5on	  node.	  
	  
A	  router	  is	  connected	  to	  two	  or	  more	  data	  lines	  from	  different	  networks	  (as	  
opposed	  to	  a	  network	  switch,	  which	  connects	  data	  lines	  from	  one	  single	  
network).	  
	  
	  the	  router	  reads	  the	  address	  informa5on	  in	  the	  packet	  to	  determine	  its	  
ul5mate	  des5na5on,	  using	  informa5on	  in	  its	  rou5ng	  table	  or	  rou5ng	  policy	  
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Network	  Interface	  
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A	  network	  interface	  is	  a	  system's	  (soYware	  
and/or	  hardware)	  interface	  between	  two	  
pieces	  of	  equipment	  or	  protocol	  layers	  in	  a	  
computer	  network	  

•  eth0	  –	  physical	  device	  
•  br0	  –	  bridge	  (VM)	  
•  ex	  –	  public	  ip	  
•  int	  –	  private	  ip	  
•  lo	  -‐	  localhost	  
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MAC	  Address	  
(Media	  Access	  Control)	  
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Unique	  iden5fier	  assigned	  to	  network	  interfaces	  for	  communica5ons	  on	  
the	  physical	  network	  segment	  (physical	  address).	  
	  
Used	  as	  a	  network	  address	  for	  most	  IEEE	  802	  network	  technologies,	  
including	  Ethernet	  and	  WiFi.	  
	  
Assigned	  by	  the	  manufacturer	  of	  a	  network	  interface	  controller	  (NIC)	  and	  
are	  stored	  in	  its	  hardware	  
	  
Encodes	  the	  manufacturer's	  registered	  iden5fica5on	  number	  	  
	  
	  
	  
	  
	  
A	  network	  node	  may	  have	  mul5ple	  NICs	  and	  each	  NIC	  must	  have	  a	  
unique	  MAC	  address.	  

3C	   :	   07	   :	   54	   :	   0D	   :	   E1	   :	   B5	  

Vendor	  (Apple)	  
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Switch/Bridge	  
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A	  switch	  is	  a	  device	  in	  a	  single	  
computer	  network	  that	  connects	  
together	  other	  devices.	  	  
	  
Data	  cables	  (physical	  or	  virtual)	  
plugged	  into	  a	  switch	  enable	  
communica5on	  between	  
different	  devices.	  
	  
Switches	  manage	  the	  flow	  of	  data	  
across	  a	  network	  by	  transmi]ng	  
a	  received	  message	  only	  to	  the	  
one	  or	  more	  devices	  for	  which	  
the	  message	  was	  intended.	  Each	  
networked	  device	  connected	  to	  a	  
switch	  can	  be	  iden5fied	  using	  a	  
MAC	  address,	  allowing	  the	  switch	  
to	  regulate	  the	  flow	  of	  traffic	  

sumschxx	  
sumschxx	  
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/etc/hosts	  
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the	  mapping	  of	  some	  hostnames	  to	  IP	  addresses	  before	  DNS	  can	  be	  
referenced	  is	  kept	  in	  the	  /etc/hosts	  file.	  	  
In	  the	  absence	  of	  a	  name	  server,	  any	  network	  program	  on	  your	  
system	  consults	  this	  file	  to	  determine	  the	  IP	  address	  that	  corresponds	  
to	  a	  host	  name.	  

Is	  used	  to	  configure	  the	  
system's	  Domain	  Name	  System	  
(DNS)	  resolver.	  

/etc/resolv.conf	  

/etc/sysconfig/network	  

is	  used	  to	  specify	  informa5on	  
about	  the	  desired	  network	  
configura5on.	  
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NFS	  (Network	  File	  System)	  	  
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Distributed	  file	  system	  protocol	  originally	  developed	  by	  Sun	  Microsystems	  in	  1984,	  
allowing	  a	  user	  on	  a	  client	  computer	  to	  access	  files	  over	  a	  computer	  network	  much	  
like	  local	  storage	  is	  accessed.	  
	  
	  Allows	  remote	  hosts	  to	  mount	  file	  systems	  over	  a	  network	  and	  interact	  with	  those	  
file	  systems	  as	  though	  they	  are	  mounted	  locally.	  

A	  way	  to	  mount	  an	  NFS	  share	  from	  another	  machine	  is	  to	  add	  a	  line	  to	  the	  /etc/
fstab	  file	  on	  the	  client	  (as	  root)	  and	  to	  the	  /etc/exports	  on	  the	  server.	  
Hostname	  of	  the	  NFS	  server,	  the	  exported	  dir,	  the	  directory	  mounted	  on	  the	  local	  
machine.	  
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Server	  NFS	  

Clients	  NFS	  
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