
Notification: Messenger Service
An email or SMS text message can be sent to C-AD staff who subscribe to one or more notifications. 
Notifications can be set to issue immediately, or accumulate in summary form to report hourly, daily, etc. and 
encompass specific or general conditions.
Subscribers can choose existing or create new notifications for alarms, events, change of device states, logbook 
entries, or many other customized possibilities. Notifications serve to reach staff nearby or far away. 
Messenger service is a powerful tool that expands beyond our alarm system. Work continues to make it more 
user-friendly and popular.

When a significant event occurs, the postmortem server records seconds of data from circular buffers and 
archives other information. Similarly, the same event triggers execution of analysis scripts. These scripts 
emulate the previously manual tasks that locate the earliest timestamp of faults, and examine other signals 
(loss monitors, power supply voltages) to correlate possible cause and effect of a failure. Results are 
automatically posted to electronic logs, giving operators and experts timely information to direct their efforts 
at failure recovery. Apart from failure, scripts may analyze and illuminate issues potentially affecting beam 
conditions.  Scripts are used to analyze 
and report on:
• Beam Permit Link failures
• Quench Link failures
• Beam abort kicker pulses
• Magnet ramps to high energy
• Gamma-transition crossing with beam
• Beam transmission efficiencies
• Magnet & RF faults
The PM Viewer application is used to 
examine circular buffer data.

Introduction
Monitoring a display of alarms can suffice to quickly notify Operators of a fault 
condition. However, alarm management can be difficult. Diagnosing the root cause in 
complicated subsystems can be a lengthy task. Operations at the Collider-Accelerator 
Department (C-AD) of Brookhaven National Laboratory (BNL) makes use of some 
automated analysis tools to collect and process data when certain faults are triggered, 
with results posted to electronic logbooks. Alarm management, Permit and Machine 
Protection Systems (MPS), and analysis tools will be presented here as used for the 
Relativistic Heavy Ion Collider (RHIC) and its various beam sources.

Summary
The Main Control Room in the Collider-Accelerator Department has a vast amount of control points to monitor 
over a number of various systems in a number of accelerators.  Effective management of alarms and interlock 
systems is difficult.  Over the 20+ years of RHIC operations, many additional tools have been put in place to 
automate Operator tasks that were tedious or prone to diagnostic error. Our future efforts are geared toward 
advancing cleaner, more meaningful display of alarms, improving first-line diagnostic in failure situations to 
minimize downtime, and enhancing notifications to expand our reach towards experts in case of failure.

Failure Analysis

Machine Protection Systems (MPS)
Similar to the Permit Links, some subsystems require their own rapid 
interlock response to external input. Examples include: 
• Superconducting RF systems
• Electron beams used for cooling, compensation, or ion source 

production
• Laser systems
In some cases MPS produces a summary failure bit that interrupts all 
beam via the Permit Link.
User interfaces are improved compared to older Permit displays; 
however, they are complicated so also make use of analysis scripts.

Notification: Elogs

Alarm Displays
Alarms are the default method for fault 
notification, typically via display 
applications.
Pros:
• Prioritizes by alarm severity level. Can 

be grouped by subsystem or location.
• Operators take ownership of an alarm, 

until resolution.
• Database connections to view history, 

make notes, look up alarm response 
instructions, etc.

• Filtering and suppression tools are
used to help operators avoid 
unnecessary alarms, on a conditional
or permanent basis

Cons:
• Pollution: repetitive, unnecessary 

alarms, unsolved failures of no impact 
• Volume: with more than 2.1 million 

parameters in the complex, 19,073 
distinct parameters alarmed over 1.6 
million times in less than a year.  
Operators interact with alarm screen 
<50,000 times/year.

• Irrelevance: alarms created at design 
stage may not have operational 
impact.

• An alarm cannot always predict failure, 
determine cause, nor indicate
solution.
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Alternatives
• “Watch” application: Operator-created, opt-in alarms 

trigger on certain ranges, states.
• Dynamic filtering: change alarm capabilities if 

accelerator/system is off, disabled, etc.
• Suppression: get rid of nuisance alarms until remediated 

at the hardware level.
• Make use of analysis scripts to help Operators diagnose 

failure.

Permit & Quench Links
The beam permit and quench link systems involve a 
set of distributed modules linked by fiber-optic. 
Hardware inputs from various subsystems (vacuum, 
beam position, beam losses, personnel safety, etc.) 
determine if it is safe to allow beam in the machine; 
in the case of superconducting magnets, an 
impending quench is avoided by quickly switching 
magnet power to a resistive load.
Pros:
• Responds to failures at the microsecond level
• Triggers a data record for postmortem diagnosis of 

many relevant systems – logged data plots, device 
statuses

• Cascading timestamps of failure pinpoint origin of
fault

• Failsafe design considerations
• Configured and maintained by Operations

Cons:
• Lengthy process to sort through and 

correlate a large amount of files
• Manually resolving timestamps can be 

prone to error
Solutions:
• Quench Event Diagnostics, Abort 

Analysis & others: scripts that sort 
through data to determine cause

• PM Viewer application to display 
information from multiple systems

Using post-mortem server and its tools for data acquisition, 
a Tool for Automated Procedure Execution (TAPE 
application) was employed to automatically turn on RHIC 
power supplies, ramp them to a test current, and record 
data. Analysis scripts then examine recorded signals for 
errors such as polarity, peak-to-peak voltage, current or 
voltage out of range, or other errors. Results were recorded 
in a file, with suspect magnets flagged for further 
investigation by power supply experts.
This was employed for a variety of RHIC magnet systems, 
testing hundreds of magnets in short time – during the start 
of a year’s run, over 14 person-days of effort could be saved 
compared to the original tasks of testing and evaluating 
power supplies manually.

Power Supply Checkout & Analysis

Postmortem Analysis 

Results of automated analyses are 
posted to our electronic logs – Elogs. 
These online journals serve in general 
to display the chronology of operations. 
In the case of fault analysis, Operators 
and system experts can collaborate on 
investigating faults. Logging the initial 
findings offers a starting point for this 
team effort.
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